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Agenda

• introduction

• what is the problem?

• how should you respond?
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Introduction
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Focus
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Regulator
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What is the problem
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Increasing issues
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Impact

Financial 
crime

Financial
loss

Drop in 
share price 

Regulatory
fines

Loss of 
competitive
advantage

Operational
downtime

Reputational
damage 

Reduced
shareholder

value

Lack of 
customer 

trust

Cyber security 
demonstrates

regulatory 
compliance 
and good 

governance
and is 

expected by 
customers, 

partners and 
shareholders

Rogue 
employees

Data breaches

Theft of 
customer 

information

Intellectual 
property theft

Denial of 
service
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Sutton’s Law

“When diagnosing a problem, one should first 

consider the obvious”

William F. “Willie” Sutton
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Cressey's fraud triangle

Motivation

Opportunity Rationalisation

Opportunity = knowledge + privilege + liberty
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What is Cybersecurity

Cybersecurity is the ability 

to protect or defend an 

organisation's online systems 

and technology from attack

R = T X V X C
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The bad guys have changed…

10 years ago, 
they looked 
like this…
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…radically

Now they 
look like 
this…
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Carbanak – the biggest bank heist ever
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Denial of service for cash



© 2015 Grant Thornton Ireland. All rights reserved. #GTFS

DD4BC – the professionals
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Irish financial services organisation 

targeted

Day 1 2:00PM: 

Received email 

from DD4BC 

seeking €6,000 in 

24 hours to avoid 

systems outage

Day 1 6:00PM: 

Datacentre 

provider says it will 

take 3 days to put 

defences in place

Day 1 4:00PM: 

Systems offline 

after large flood of 

traffic. Attack stops 

after 5 minutes.

Day 2 2:00PM: 

Further email 

from DD4BC 

extending deadline 

by 24 hours
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Cyber extortion in Irish banking
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Cyber extortion in Irish banking

The response:

• forensic investigation

• malware identified as 
cryptolocker.E

• Anti virus did not identify 
it until 4 days after attack

• call centre staff member 
had clicked link while 
surfing for new furniture

The issue:

• large amount of data 
unavailable

• no malware alerts

• scramble to restore 
files

• no idea how it 
happened
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• emails from known 
individuals

• forwarded from CFO to 
controller

• €900,000 transferred in 
8 hours

Customer attacks in banking

Social engineering:

• grooming of finance staff

• 8-9 month lead time

• helpful demeanour

• £600,000 in one incident 
in Northern Ireland

Malware based:

Corporate customers increasingly aggressive in 

recovery
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Social engineering…

“There’s a sucker born every minute”

Phineas T. Barnum
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Phishing etc.

Phishing

Pharming

Vishing

Spear Phishing

Trojan Phishing

Baiting
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“Old fashioned” credit card theft 
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Simple data theft:

Typical scenario

Member of staff obtains a job with a competitor / 
organisation in the same sector

Copies data accessible to them onto a USB Pen / web-mails 
via Gmail / copies it to Dropbox etc.

Does something stupid so the theft is detected.

Motivation? – Stupidity, Greed, Anger.
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Data theft

• USB “pen” or “thumb” drive 

• portable hard drive. 

• MP3 Players, digital cameras, Memory 

cards, PDAs 

• CD/DVD. 

• E-mail 

• Web-mail 

• printing 

• remote access.
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Data theft risk factors

• sudden resignation/departure of staff 

• departure of staff to commercial competitors

• departure of staff to start their own business or other enterprises

• staff with access to sensitive data involved in disciplinary or 

relationship issues 

• staff leaving under redundancy 

• staff in personal relationships with persons in competing 

organisations 

• staff in personal relationships with journalists

• companies undergoing financial or industrial relations problems.
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Hacking – there’s nothing like 

advertising!
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Political hacking
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Personal data theft
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But don't forget....
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So, how bad can it get?
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So, how bad can it get?
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How should 

you respond
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Assess:

• information and 
technology used

• threats and 
vulnerabilities

• controls and 
processes

• governance and 
management

Develop cyber 
security strategy:

• access control

• encryption

• data loss 
prevention 

• monitoring

• backups

• incident response 
plan

Implement:

• polices

• procedures

• training

What are the SEC saying?
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Central Bank of Ireland themed reviews

Focused on:

• risk management

• board awareness & 
involvement

• cyber policies and 
procedures

• access management

Approach:

• questionnaires

• on site assessment

• fund managers

• investment firms

• stockbrokers

• banking next
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Cyber security areas of concern

Roles and 
responsibilities 
are clearly defined

Governance, Risk Appetite and 
Management level reports are in place 
(KRI/KPI) and cover cyber security 
incidents and breaches

Formal risk 
acceptance and 
insurance covers 
unmitigated risks 

The company 
complies with 
relevant 
regulation/ 
legislation

Policies & standards 
articulate and support 
company’s cyber 
security objectives

Effective assurance of control 
design and operation in place, 
especially for controls based at third 
parties

Incident management 
processes and 
business continuity 
exercises include 
cyber security

Information 
Asset Register 
is in place

Awareness 
‘Human 
firewall’ 
training in place

Certifications to 
meet the 
company’s cyber 
security 
requirements
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Cyber security organisation focus areas

Prepare

• Cyber security risk 

and threat 

assessment

• Security process 

or technical 

assessments

• Security policy 

development

• Third party cyber 

security 

assurance 

Protect

• Security architecture

• Security technology implementation

• Security process design and 

implementation

• Identity and access management

• Privacy and data protection

• Data classification

• Enterprise application integrity

• Business continuity and disaster recovery

• Penetration testing

React

• Security operations 

and monitoring

• Security and data 

breach incident 

response 

Change

• Security program 

strategy and 

planning

• Security governance

• Security awareness



© 2015 Grant Thornton Ireland. All rights reserved. #GTFS

Questions 

& feedback


