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* Introduction
« what is the problem?

* how should you respond?
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Focus

ft.com > companies > financials >

Financial Services

May 10,2015 11:48 am
US government warns hedge funds pose
cyber risk

Stephen Foley in Las Vegas
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Guidance Update

APRIL 2015 | No. 2015-02

CYBERSECURITY GUIDANCE

The Division has identified the cybersecurity of registered investment companies
(“funds”) and registered investment advisers (“advisers™) as an important issue. Both
funds and advisers increasingly use technology to conduct their business activities and
need to protect confidential and sensitive information related to these activities from
third parties, including information concerning fund investors and advisory clients. This
guidance update highlights the importance of the issue and discusses a number of
measures that funds and advisers may wish to consider when addressing cybersecurity
risks. Because of the rapidly changing nature of cyber threats, the Division will continue
to focus on cybersecurity and monitor events in this area.
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Regulator

NEWS

CYBER CRIME
Central bank has
begun carrying out
on-site inspections

© 2015 Grant Thornton Ireland. All rights reserved.

Fidelity Investments joined
alist of 13 financial institutions
attacked by hackers last sum-

mer. The attack was believed *

to be related to the breach suf-

In-house trading algorithms,
the life blood of quantitative
hedge funds and high-fre-
quency traders, are also being
targeted by cyber criminals
wanting to sell them on to
unscrupulous traders. Security
experts say there has been a

telephone  spate of targeted attacks aimed

at stealing the code that under-
lies trading strategies, as hack-

#GTFS

find the bad guy and stop him
before he could share it on the
web,” he said.

The Central Bank of Ire-
land’s on-site inspections are
expected to be finished by the
end of June,
Attracta Mooney is a senior

reporter on Ignites Europe,
an FT news service
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What Is the problem
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Increasing issues

ft. com > markets > ftim >

Regulation & Governance

Home World v Companies ¥ Global Economy ¥ Lexv
e . .

February 22,2015 6:39 am

Cyber criminals target trading algorithms

Judith Evans
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Impact

“Rogue
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Sutton’s Law

William F. “Willie” Sutton

“When diagnosing a problem, one should first
consider the obvious”
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Cressey's fraud triangle

Motivation

Opportunity Rationalisation

Opportunity = knowledge + privilege + liberty
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What is Cybersecurity

Cybersecurity is the ability
to protect or defend an
organisation's online systems
and technology from attack

R=TxVxC
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The bad guys have changed...

10 years ago,
o _If_[)e)-/ looked
4 like this.....
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...radically

&

x

“Do you think now that we're doing fewer illegal things
we can scale back the legal department?”
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Carbanak — the biggest bank heist ever

The greatest heist of the century: hackers
stole $1 bin

Advanced Persistent Threats, or APTs, are a pet subject for infosec experts to talk about, as such
attacks usually employ the most sophisticated hacker tools. However, for common folks such

threats are of no interest whatsoever.
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Denial of service for cash

Ehe New Jlork Times

For Ransom, Bitcoin Replaces the Bag of Bills

By NATHANIEL POPPER JULY 25, 2015

theguardian

port football opinion culture business lifestyle fashion environment tech travel = browse all sections

retail markets eurozone economics

Cyber attack hits RBS and NatWest
online customers on payday

Banking group says Distributed Denial of Service attack prompted flood of
complaints from customers
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DD4BC - the professionals

Zl)

Improving the cyber security posture of New Zealand

Home Membership Evi

'Pay bitcoins or your network gets it' threats for New Zealand
organisations. Members Trust Portal

News tact

[¢2]

Confédération suisse
Confederazione Svizzera
Confederaziun svizra

U Schweizerische Eidgenossenschat Swiss Governmental Computer Emergency Response Team

Homepage | Contact English
GovCERT.ch Blog | Whitepapers | Report an Incident m
GovCERT.ch Blog GovCERT.ch Blog
o 5 = Blog RSS feed
Increase in DDoS extortion (DD4BC)
® Blog Index

Published on 2015-05-08 11:00:00 UTC by GovCERT.ch [permalink)

Last updated on 2015-05-08 11:05:58 UTC Social Networks

In the past days MELANI/ GovCERT.ch has received several requests regarding a Distributed ® Follow GovCERT.ch on

Denial of Service (DDoS) extortion campaign related to 'DD4BC'. The DD4BC Team (thatis how Twitter &=

the attackers call themselves) started its DDoS extortion campaigns in 2014. While these attacks
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Hello,

To introduce ourselves first:

https://blogs.akamai.com/2014/12/dd4bc-anatomy-of-a-bitcoin-extortion-campaign.html

http://bitcoinbountyhunter.com/bitalo.html

http://cointelegraph.com/news/113499/notorious-hacker-group-involved-in-excoin-theft-owner-accuses-

ccedk-of-withholding-info

Or just google “DD4BC” and you will find more info.

Recently, we were DDoS-ing Neteller. You probably know it already.

So, it’s your turn!

<site> is going under attack unless you pay 20 Bitcoin.

Pay to 18NeYaX6GCnibNkwyuGhGLuU2tYzbxvW7z

Please note that it will not be easy to mitigate our attack, because our current UDP flood power is
400-500 Gbps, so don't even bother.

Right now we are running small demonstrative attack on your server.
Don't worry, it will stop in 1 hour. It's just to prove that we are serious.

We are aware that you probably don't have 20 BTC at the moment, so we are giving you 48 hours to
get it and pay us.

We do not know your exact location, so it's hard to recommend any Bitcoin exchanger, so use Google.
Current price of 1 BTC is about 250 USD.

IMPORTANT: You don’t even have to reply. Just pay 20 BTC to 18NeYaX6GCnibNkwyuGhGLuU2tYzbxvW7z — we
will know it’s you and you will never hear from us again.

We say it because for big companies it's usually the problem as they don't want that there is proof

that they cooperated. If you need to contact us, feel free to use some free email service.

But if you ignore us, and don't pay within 48 hours, long term attack will start, price to stop
will go to 50 BTC and will keep increasing for every hour of attack.

ONE MORE TIME: It’s a one-time payment. Pay and you will not hear from us ever again!

© 2015 Grant Thornton Ireland. All rights reserved. #GTFS
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Irish financial services organisation

targeted
Day 1 2:00PM: Day 1 4:00PM: Day 1 6:00PM: Day 2 2:00PM:
Received email Systems offline Datacentre Further email
from DD4BC after large flood of provider says it will  from DD4BC
seeking €6,000 in traffic. Attack stops  take 3 days to put extending deadline
24 hours to avoid after 5 minutes. defences in place by 24 hours

systems outage
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a4 Top 10 DDoser's (Bo: x :

wwwi.safeskyhacks.com/Forums/showthread.php?39-Top-10-DDoser-s-(Booters-Stressers,

- Free Skype Beta Resolver - http://www.iSkypeResolve.com
- Make Thousands of Dollars Online - https://www.cpagrip.com

Top 10 Booters

#1: Network Stresser - http:/ /Networkstresser.com (120GB/seconds)(Skype Resolver)(Stop Button)(Strongest Ever)(Admin's
Choice)
#2: PowerStresser- http:/ / powerstresser.com (80GB/seconds)(Skype Resolver)(Good Staff)(Powerful)(Accepts Credit Cards)
#3: EchoStress- http:/ /echostresser.com (Max Time)(Best for Xbox)(Very Powertul)(Skype Resolver)
#4: FinitBoot- http:/ / finitboot.com (Very Powerful)(Best for Xbox)(Max Time)(Cheap)
: ExoStress- http:/ /exostress.in (Strong Power)(Up For 4 Years)(Easy Site)
#6: Layer4- http: / /layer-4.com (Decent Power)(Friendly Staff)
: IP Stress Test - http:/ /ipstresstest.com (Max Time)
#8: Legion Booter - http:/ /legion.cm (Strong)
#9: IDDos Stresser - http:/ /iddos.net (Hard Hitting)
#10: Avenge Stresser - www.avengestresser.com/ (Great Price)

How Do I use It?

Register and Log In!!

SRETITRY T
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Cyber extortion in Irish banking

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of =
liberty for four to twelve years.) Payment fOl’ p"vate key
Following violations were detected:

Your IP address was used to visit websites containing pornography, child ‘ Croose a convenient payment method:
pornography, zoophilia and child abuse. Your computer also contains Bitcoin =
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

- Cryptolocker

Bitcan 6 3 cryptocuTency where the crestion 3 transfor of bitcons 5 bised on an
oper-soace cryptograche protocol that 5 independant of any centrd authonty
Bitcoirs can be trarsfenrad through a computer or smartphore withcut 30 ntermedate
firenzial nstitution.

Your Personal files are encr

Your personal files encryption produced on this computer: photo You ’\?‘vf;:‘t:‘sénd belows spacified 2mount to B&C:h::ﬂva;s y
documents, etc. Encryption was produced using a unique public k Private key will be destroyed on 1KP72 3XBRUIDMNS3APagMEMR spCh and specfy the transaction ID, which

will be verified and confirmed.
generated for this computer. : 2

To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow to decrypt thd
on a secret server on the Internet; the server will destroy the k¢

spedified in this window. After that, nobody and never will be ab 715155 % 2h

files...

Tme left

Private key will be

destroyed on To obtain the private key for this computer, which will automatic

files, you need to pay 1.00 bitcoin (~299 USD).
1/6/2015 12:53:45 PM

You can easily.delete this software, but know that without it, you will never
be able to get your original files back.

Disable your antivirus to prevent the removal of this software.
Time left
For more information on how to buy and send bitcoins, click "Pay with Bitcoin”

71:53:30 To open a list of encoded files, dick "Show files”

Do not delete this list, it will be used for decryption. And do not move your files.

Checking wallet.

Received: 0.00 BTC

Show files Pay with Bitcoin
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Cyber extortion in Irish banking

The issue: The response:
o |arge amount of data * forensic investigation
unavailable  malware identified as

cryptolocker.E

* no malware alerts - Anti virus did not identify

* scramble to restore it until 4 days after attack
files _ - call centre staff member

* noidea how it had clicked link while
happened surfing for new furniture
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Customer attacks in banking

Malware based.: Social engineering:
« emails from known « grooming of finance staff
individuals * 8-9 month lead time
- forwarded from CFO to * helpful demeanour
controller « £600,000 in one incident
- €900,000 transferred in in Northern Ireland
8 hours

Corporate customers increasingly aggressive in
recovery PN

'000.
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Social engineering...

“There’'s a sucker born every minute”

Phineas T. Barnum
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Phishing etc.

Phishing
Pharming
Vishing
Spear Phishing e
Trojan Phishing
Baiting

®
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“Old fashioned” credit card theft

Gardai focus on eastern Europe in
credit card fraud investigation

“N\ Maeve Sheehan PUBLISHED [ FlY R =
= 17/11/2013 | 01:00 SHARE

THE GARDA fraud squad has joined international police forces in
trying to track down the gang that stole credit card and bank
details of tens of thousands of Irish people.

Earn €75 Per Week Online Watch Full Episodes

Companies Pay You For Your Opinions It's ~ Turn Your Computer into a TV! Watch with
Easy, Free & Fun. Earn Now! TelevisionFanatic™ Now
surveycompare.net www.televisionfanatic.com
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Detectives investigating the audacious theft of personal details of customers began
making inquiries through Interpol and Europol's dedicated cyber crime unit following
one of the biggest personal security breaches in the history of the State.

Suspicion is now centring on eastern European cyber hackers, as investigators focus
inquiries abroad.

Informed sources revealed that the hacking is believed to have occurred on October 18
when hackers broke into the database of a marketing firm, Loyaltybuild in Co Clare.

The crime was not detected until October 23, giving ample time for the criminals to
make use of the 376,000 credit card details stolen from the database.

News of the breach broke only last week, when the firm, Lovaltybuild, which is based in
Ennis, Co Clare, confirmed that it had been targeted in what it called a sophisticated
criminal attack.

Loyaltybuild runs loyalty holiday deals for customers of some of Ireland's biggest .
retailers and insurers. .
Tt e e @
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Home Buy CC CC Orders Buy Dumps Dump orders Checker Tickets

cC

Country
Vs

Zips & Bins

Didn't find the bin you were looking for? Need more dumps of particular bin? Try our partner's shop - Bulk Orders - Low Prices!

Hello, I . Cart (0) 3 Balance: 0.0§ Acd money Replace policy Logout

Bulk Orders - Low Prices!

CC raark Debit'Cradit

: #oear @ cREDIT

&ll | Cenld | Platioum

CC type
Al * | ab! visa ) Masipr Aall
Bank & State & City
Bank:| )| * Al
State: | )| [
City:| Al &

[ Bin Card DebitCradit Mark Expires Country Sate City Zip
B4 meom DESCOVER CRENT CONSUMER 032019 S Uniod Siahes T Hougton 77084
PREMIUM CAR
Dump or oc of this parfcular
bank (BIN) cannol be
replaced or refunded
526225 STANDARD 112008 &S Uriod Siates CA Fliveraics a2504

8| MASTERCARD
CITIEANK H.A
Dwmp or oo of this parfcular
bank {BIN) cannot be
replaced or refunded

© 2015 Grant Thornton Ireland. All rights reserved.
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Phane
vav

Phona VBV Base Price Cart
varrania-5 () 7.5% +
Yes Vatranio-5 () .85
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Phone

Name Country City Mail DOB Price Select
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Simple data theft:
Typical scenario

S & Nig
4. & b

Member of staff obtains a job with a competitor /
organisation in the same sector

Copies data accessible to them onto a USB Pen / web-mails
via Gmail / copies it to Dropbox etc.

Does something stupid so the theft is detected.

Motivation? — Stupidity, Greed, Anger.

®
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Data theft

« USB “pen” or “thumb” drive
« portable hard drive.

« MP3 Players, digital cameras, Memory

cards, PDAs
« CD/DVD.
 E-mail
 Web-mail
e printing

* remote access.

®

'-00.

© 2015 Grant Thornton Ireland. All rights reserved. #GTFS O GrantThornton ‘ An instinet for growth’



Data theft risk factors

« sudden resignation/departure of staff
« departure of staff to commercial competitors
« departure of staff to start their own business or other enterprises

« staff with access to sensitive data involved in disciplinary or

relationship issues
« staff leaving under redundancy

« staff in personal relationships with persons in competing

organisations
« staff in personal relationships with journalists

« companies undergoing financial or industrial relations problems.
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Hacking — there’s nothing like
advertising!

That’s why we give you up to

P YPT0 months’mortgageapproval -

Home Gadgets Google Social Military Tech Smartphones Video Games Slideshows

HACKERS

Xbox Live back online, PlayStation
Network still down after apparent hack
attack

Published December 26, 2014 - FoxNews.com foss W 1288 @
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Political hacking

Signin

THE WALL STREET JOURNAL. cnronzves

Home World US. Politics Economy Business Tech Markets Opinion Arts Life Real Estate search Q

| @= Fiat Chrysler - @= Tevain Talks to @= Chinese Firm @= More Layoffs o= P2 .
Faces $105 Million g==iF Buy Allergan Unitin B Plans $5 Billion Fund Expectedat U.S. ‘@ BlackE S
Fine for Recall ol 845 Billion Deal for Overseas Tech Energy Firms : ‘ buetos. | 2 |
Lapses i Acquisitions Conce
YOU ARE READING A PREVIEW OF A PAID ARTICLE. [I[:R{H:{[:{4[1)/B8 TO GET MORE GREAT CONTENT.
BUSINESS > B dilvy \ = FhetUene

Anthem: Hacked Database Included 78.8 Million People

Health insurer says data breach affected up to 70 million Anthem members

=+ i =[]

Home Cyber Crime Digital ID Intelligence

Mobile Social Networks Reports SA Team EXTENDED COOKIE POLI(

North Korea

* Pyongyang
38th Parallel

Seoul x

South Korea
P e @ e

Hackers hit South Korea also spread spyware to steal military

© 2015 Grant Thornton Ireland. All rights reserved. secrets O GrantThornton ‘ An instinct for growth”



Personal data theft

CVSphoto.com

We have been made aware that customer cradit card inf jon collected by the ind dent vendor who r ges and hosts
CVSPhoto.com may have been compromised. As a as our i gation is underway we are tamporarily shutting down access o
online and refated mobile photo services. We logize for the ir ience.

Customer registrations related 10 online photo processing and CVSPhoto.com are completely separate from CVS.com and our pharmacies.
Financial transactions on CVS.com and in-store are not affected.

Nothing is more cantral 1o us than protecting the privacy and security of our customer information, including financial information. We are
working dosaly with the vendor and cur financial partners and will share updates as we know more.

For more information, call 1-800-SHOP-CVS.

Members Login v

650,000 Paddy Power customers had

ASHLEY - A data stolen in 2010 breach
MADIS=N IR o

Life is short. Have an affair.®

@® Thursday 31 July 2014 17.42

il

Get started by telling us your relationship status

oy
it

lahil

Please Select v

See Your Matches »

i
Bel

anonymous members!

LT L

Customers who held accounts since 2010 or earlier have been affected by the breach

Kk ko As seen on: Hannity, Howard Ashley Madison is the Trusted : g The office of the Data Protection Commissioner has said it is disappointed that
100% Stern, TIME, BusinessWeek world's leaqmg‘marrled Secun;‘c Tmy Paddy Power failed to report a major data security breach that occurred in 2010.
Like-minded Sports lllustrated, Maxim dating service for .

Feaple discrest encounters In a statement this afternoon, it said the breach should have been reported in line with
best practice.

Register on Ashiey Madison Affiiate Program Press FAQ Guarantee Blog Infidelity News Arficles Terms Privacy ContactUs

It said that an investigation into the incident was continuing and further
Follow Ashley Madison on: Twitter Facebook Youtube

recommendations from the office to Paddy Power would result.

Locaion; Keland v Language: English v The incident, in which details relating to more than 600,000 Paddy Power account

© 2015 Grant Thornton Ireland. All rights reserved. #GTFS O GrantThornton | An instinct for growth”



But don't forget....

World's Biggest Data Breaches

Selected losses greater than 30,000 records

YEAR BUBBLE COLOUR i3\ WSSl NO OF RECORDS STOLEN

®

v 00 0 @

© 2015 Grant Thornton Ireland. All rights reserved. #GTFS ° GrantThornton ‘ An instinet for growth’



Drugs 11538
Carnahis 1399)
DissociaSves i21)
Ecslasy |22t
Opicids (121)
Other 22
Tobacto (4)
Precursoes 0
Preacription (150)
Psychedakcs (1o
Stmwlarss (245
Acohot ¢

Apparel 15

At s

Books 17881

Collactibies 14)

Comgerier Ecuipmeant 16)

Digead Goods (114

Orug Paraphernals (41)

Bleclranks (24

Erclica (96

Firewooks {2)

Food )

Forgenes (39)

Hardware (5)

Herbs & Supplemenls 2

Home & Garden {3)

Jeeeky (51

Lab Supedes (5)

Loltevios & Gamas {14)

Medical |53

Moy

Musical Instruments o)

Packaging (%

Sarvicas (0

Weight Less 15)

Wit (1

Wiorktwide Listings o

Domessc Only [+ ]
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Newest ~| Go

(INT] 10x HO 2C-B 13
MG. - FREE SHIPP_.

$32.18 uso

FARTY PACK! 1140
AFGHAN HEROIN24

4G 2 105.00 uso

14 grams of FURE
MDOMA CRYSTALS..

A4-ACO-DMT "Synthetic
Mushrcoms™ 20 MG...

$20.00 uso

$350.00 uso

238mg 4-Aco- DA 20mg capsite 20-1-7

20mg 2C-8 HEr (2ch)

$20.00 vso $20.00 uso $50.00 us=o

21img 2C-E capsua
{2ca) .

$13.00 us=o

Speed - 10 gt
LIVRAISON 100%

"‘3”"?'1:&0;00 usD

Yihite on Write {WOW)
LSO ~1110ug Slolt

$535.00 u=a

Speed - 1 gr, LIVRAISON
1009 ASSUREE.

$17.00 usn

1 Gram Wax Norco 10MG325MG 1G AFGHAN BLACK

#GTFS
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Id. Sonwnspjvuk 7cwvk.onion/index.php?p=view_listing&id=32915 wre ] (’a' Startpage

Q) (#) (B3] (4]

Iack a rkel Deposit Address: 1L4BRf)C5qFHErkD7FmHeDYKCozG1xD2Y) |
Account Balance: 0.00000 | BTC

Pending:

0.00000

BTC

T ,elnatletl

h] k7 cvk.

Home Your Account Your Purchases

Weapons > Firearms

Categories
Drugs (2762) ( AK-74 BRAND NEW FULL AUTO 5.45x39mm
Services (1331) 10.93779 BTC
Data (633 . 5250000 BE155492 BEL84420
Weapons (210) USA
Collectables 30) | MR oL & IS W
Metals/Stones (29) T
Other 356 S

Software (165)
Movies (27)
Tobacco (169)
Counterfeits (248)
Aleohol (11)

Descri

eBooks (1667) | I
Weight Loss (17) For sale is SELECT FIRE AK 74 built from beginning as such. Not a converted semi auto, legit full auto function just like factory rifle. | built the rifle with
original UNISSUED Bulgarian AK 74 parts and quality US made barrel and receiver. Headspace checked to ensure safe operation. Because gun was made
of brand new parts, some of them still covered in anti-rusting grease.

Listing Feedback 0/0/0

M Zd e amisaeiseure

Your balance isn't enough to buy this item! Please deposit the needed funds before.

Exchange Bulgarian made polymer stocks.
| can add extra parts and accessories at you cost.

Select fire shoot both semi auto and full auto. Rifle is BRAND NEW only 30 rounds fired for test. Include 1 magazine and 30 rounds of 5.45x39mm
surplus Russian ammao.
User Menu

Full escrow.

Home

e 01

Purchases US/mexico mild stealth 1-3 days with tracking 0.79751 BTC

Favorites Worldwide high stealth 6-10 days with tracking 2.39254 BTC

Deposit Addresses

Forum

Questions to Vendor

Question by: Battosai at 2013-09-17 05:07 UTC

Select fire ? can you have ammo 7

Answered by the seller at 2013-09-17 15:28 UTC

=S § 125.3900

wes and ves

User

uTtc

uTc

Feedback 3
Reg. Date 2013-07-19 01:16

Last login 2013-09-19 19:05

Logout Help

lereyjenkins47

View Profile
Other Listings
Contact seller

Add to Favorites
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So, how bad can it get?
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Hack attack causes 'massive damage' at

steel works

@® 22 December 2014 Technology

The hack attack led to failures in plant equipment and forced the fast shut down of a fumace

A blast furnace at a German steel mill suffered "massive damage" following a

cyber attack on the plant's network, says a report.

© 2015 Grant Thornton Ireland. All rights reserved.
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So, how bad can it get?

AFTER JEEP HACK. CHRYSLER
RECALLS LM VERICLES FOR
BUC FIX

ACTIVELY PROTEC
YOUR NEW DEVIC

WITH

NORTON"SECURIT

@ Norton
LATEST NEWS
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So, how bad can it get?
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So, how bad can it get?

M USATODAY

NEWS SPORTS LIFE MONEY TECH TRAVEL OPINION @) 86° CROSSWORDS YOUR TAKE INVESTIGATIONS VIDEO STOCKS

FBIl: Computer expert briefly made plane fly sideways

f ﬁ Elizabeth Weise, USATODAY

18060

> fisoso Woes1 jpers W23y 5

951 b 7 Spg R ¥

¥ SAN FRANCISCO — A computer security expert

:;?9 hacked into a plane's in-flight entertainment system
and made it briefly fly sideways by telling one of the

) engines to go into climb mode

(Photo: FBI)
» Chris Roberts of One World Labs in Denver was
o flying on the plane at the time it turned sideways,

according to an FBI search warrant filed in April.
The warrant was first publicized on Friday by APTN, a Canadian News Service.

Roberts told the FBI he had hacked into planes "15 to 20 times," according to court
documents first made public Friday

because of tweets he had made about whether he could hack into the flight's
onboard computer settings.

The FBI search warrant describes him doing just that.

According to the document, in an interview on Feb. 13, 2015, Roberts told agents he . )
had hacked into in-flight entertainment centers on Boeing 737s, 757s and Airbus A- Why did AT&T's cable merge!

..................... SR SRRy o PRSI Y

r o0 0 @

© 2015 Grant Thornton Ireland. All rights reserved. #GTES o GrantThornton ‘ An instinct for growth”



®

~reece 0 @

© 2015 Grant Thornton Ireland. All rights reserved. #GTFS Q Gra ntT¢ GrantThornton ‘ An instinct for growth”



What are the SEC saying?

ASSess:

 Information and
technology used

e threats and
vulnerabillities

e« controls and
processes

e governance and
management

g

© 2015 Grant Thornton Ireland. All rights reserved.

Develop cyber Implement:
security strategy:
access control « polices
encryption * procedures
data loss  training
prevention
monitoring
backups
Incident response
plan *’”‘
= M\
®
‘e 0o @ *
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Central Bank of Ireland themed reviews

Approach: Focused on:

* questionnaires * risk management

* 0n site assessment * board awareness &
iInvolvement

« fund managers  cyber policies and

. investment firms procedures

. stockbrokers « access management

« banking next

®

'000.
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Cyber security areas of concern

Roles and Governance, Risk Appetite and Formal risk
responsibilities Management level reports are in place acceptance and
are clearly defined (KRI/KPI) and cover cyber security insurance covers

incidents and breaches unmitigated risks
The company Policies & standards Effective assurance of control
complies with articulate and support design and operation in place,
relevant company’s cyber especially for controls based at third
regulation/ security objectives parties
legislation
Incident management Information Awareness Certifications to
processes and Asset Register ‘Human meet the
business continuity Is in place firewall’ company’s cyber
exercises include training in place  security
cyber security requirements

@
A o @ . .
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Cyber security organisation focus areas

Prepare FELT Protect Seia e iRy e React ; ;
Cyber securlty rrsk : Securrty archrtecture RSRSL L Rt . Securrty operations -
andthreat W . Security technology rmplementatlon - @ - andmonitoring * - *
__as_s_,e_ss_ment _Security process: design and e -Security'_anddataf
Security process- W implementation . = - SRS : ~ breachincident -~
or technical Identity and access management .. @ response. -

: A53ESHNENtS ¢ - Privacy and data protection . T
Security policy ° * W+ - Daterelassification.  Tes S0 A va L Lo Change _

: -_development - "_Enterprrse applrcatlon integ‘rity' oo i -Securrty program-_.'

; -Srg'crl?n?;rty cyber - Business contrnurty and dlsaster recovery W strategy and '
A EATeR ¥ Penetratron testing e = C S Y : _plannlng :

- : : ; ; ' : - _Securlty governance
- Securlty awareness
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