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SOC 2: What? Why? How?

As the use of cloud, data processing, data storage, and
‘everything-as-a-service’ organisations has proliferated, so too
has the need for entities to address the risks associated with the

use of service organisations.

What is a SOC 27

Organisations providing these services need to
demonstrate their principal service commitments and
system requirements based on the trust services category
of security and, if needed, availability, confidentiality,
integrity, and/or privacy trust services categories.

They often do this by issuing a SOC 2 report. A SOC 2 report
provides users with a description of the system, including
the type of services provided, the entity’s principal service
commitments and system requirements, and components

of the system, such as infrastructure, procedures, and data
used in providing the services.

The report also provides assurances as to whether the
controls have been designed and operate effectively to
achieve the entity’s service commitments and system
requirements based on the applicable trust service criteria.

Why is SOC 2 the answer?

A SOC 2 report has become an essential tool to doing
business, especially when targeting clients across multiple
jurisdictions.

Users or customers of outsourced services regardless of
their sector expect to have a means of gaining assurance
on the security of the product/service they are using and
the information systems that support the delivery of such
solutions.

These reports also answer countless customer, vendor and
third party enquiries on the security of information systems.
They enable a strategic and business development agenda
and they enhance business credibility and business profile
in the marketplace.

Fundamentally a SOC 2 report has become a prerequisite to
doing business and is often used as a screening mechanism
in tendering and procurement processes.

grantthornton.ie

How to achieve SOC 2 status?

A SOC 2 reporting solution is achieved on a phased basis,
starting with a readiness assessment, before working
towards preparation of a Type | SOC 2 report (control
design only) and ultimately completing a Type Il report
(control design and operating effectiveness). The Type |l
report becomes the annual SOC 2 assurance solution that
outsourced providers can distribute to their clients and other
stakeholders as required.

SOC 2:

Trust Service Criteria

Security

The security criteria refers to protection of system resources
against unauthorised acecess.

Privacy

The privacy eriteria addresses the system’s collection; use,
retention, disclosure and disposal of personal information.

‘ Processing integrity

The processing integritycriteria addresses whether or not a
system achieves its purpose. Accordingly, data processing must
be completesvalid, accurate, timely and adthorised.

Confidentiality

Data is considerediconfidential if its access and disclosure is
restricted to a specified set of persons or organisations.

Availability

The availability criteria refers to thelaccessibility of the system,
products or services as stipulated by a contractor Service
Level Agreement (SLA). As sugh, the minimum acceptable
performance level for system favailability is set by both parties.
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Tgpes of SOC 2 reports:

SOC 2 report prowdes reasonable assurance that the
service organisation’s service commitments and system
requirements were achieved based on the trust services
criteria relevant to security, availability and processing
integrity of the systems used to process its users’ data,
and its confidentiality and privacy of the data.

« SOC 2+ addresses the relevant SOC 2 trust service
criteria “+* additional criteria that may include HIPAA,
HITRUST, NIST, ISO, Sheltered Harbor, CSA Star or other
specified subject matter.

How can we help?

It goes without saying that being able to market your
business as SOC 2 compliant enhances your credibility and
attractiveness to both prospects and customers. With an
ever expanding network of vendor-customer relationships

in the technology sector and the importance of data
security in these relationships, having a SOC 2 report is now
essential.

Our SOC Centre of Excellence comprises IT security and
SOC subject matter experts that have helped clients at
every stage of their SOC 2 journey. We have a best in class
offering that we provide to new and existing clients. We are
accredited to provide SOC 2 assurance services globally.

Contact us

If you would like to learn more about SOC 2
compliance, please contact a member of
our dedicated Risk Services team.
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