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Building Trust   











ALL  COMPLAINTS

5,378 received to 
6 November 2023



TRACKER MORTGAGE COMPLAINTS







Banking Complaints % Share of Total 
Complaints Received 

• The % share of Banking complaints received has risen from 50% in 2018-Q1 to 56% in Q2-
2023
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Complaints Received - Conducts
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Disputed Transactions Fraudulent Transactions Accessibility issues





Disputed Transactions % Share & Outcome 
before Investigation

• Disputed Transaction complaints have a higher % of closures in the Informal Process 
(before Investigation) than Other Banking complaints
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% Complaints Closed in Registration and Mediation

9%

14%

25%
52%

Outcome before Investigation

Referred to Formal Process Clarification

Settlement Agreed Closed in COIM



Fraudulent 
Transactions



Criminals or Victims?



PSD 3 
Third Payment Services Directive (PSD3) & 
a Payment Services Regulation (PSR) - directly applicable 

Proposals include 
- Merger of the payment and the e-money frameworks 
into one.
- More extensive Strong Customer Authentication (SCA) 
regulations.
- Extension of compulsory IBAN/name checking service to 
regular credit transfers. 



Opening of redress rights to 
consumers in fraudulent 
payments – including some 
authorised payments 

‘SPOOFING’

Fraud based on the 
impersonation of the bank –
an increasingly serious 
problem for consumers and 
PSPs



SMS Phishing Scam 
Singapore

December 2021

800
customers

International Case Study



Victims received an unsolicited SMS causing 
concern regarding suspension of access to 
banking.

SMS offered a link to resolve the issue, which 
brought them to fake website that mirrored 
website of OCBC

Customer was asked to key in their online 
banking account login details. 

Scammers moved very fast to withdraw 
monies. 



17 January 2022

The Regulator, MAS, said it was taking a serious view of incident and 
would consider supervisory actions against OCBC - it was following up 
with OCBC on this and broader issues relating to the scam.

MAS noted that OCBC started making “goodwill payments” to 
customers hit by the SMS phishing scam and said it expected all 
affected customers to be treated fairly. 

From 8 January, customers had started receiving goodwill payouts By 
17 January, more than 30 customers had received reimbursements.



Ultimate Loss to OCBC

S$13.7 M

€9.47 M

Finance Minister, Lawrence Wong – 
OCBC should have “responded faster and more robustly”



Measures to Protect Customers

Protecting the Bank, by protecting the 
customer from online fraud



Can be manually activated by  the customer if they 
realise their account is being used for unauthorised or 
suspicious transactions.
Serves as a last-minute defence mechanism, 
to stop the outflow of money.

                                                                Once activated, NO outgoing transactions                                                 
.                                                         - whether digitally, ATM or at branches – 
                                                          can be made, even recurring charges.
                                                      It will not stop the fraud from happening, but once                     
.                                                        discovered, it can minimise the loss.

                                                            This works best when banks offer and 
                          .                                  consumers allow real-time notifications or alerts  
 .                                                         from the banking app, when there are red flags, 
                                                            or suspicious transactions.



Potential 
enhancements to 
raise a flag on a 
customer’s account





Public Awareness Initiative  in other countries 
Reserve Bank of India



Further Measures - 5 August 2023
OCBC rolled out App anti-malware security 



5 August - 5 September 2023
OCBC received reports from more than 30 customers 
about their mobile phones having been 
compromised by sideloaded apps – apps from 
sources outside of official app stores – that contained 
malware. 
The anti-malware security feature in the OCBC Digital 
app, blocks access, essentially preventing the 
scammers who have control of a customer’s mobile 
phone, from making fund transfers through the OCBC 
Digital app.

Fraud Prevention  of more than S$2 million (€1.3M)
for more than 30 customer accounts, during very first month



12 October 2023 - Developments in Ireland

SMISHING   Fraudulent texts contain malicious links aimed at 
compelling people to hand over sensitive personal data

New anti-smishing software unveiled by PTSB, and its global 
engineering technology and consulting partner 

A solution installed directly on the end-user mobile phone, 
that informs the customer when it has detected a fraudulent 
SMS, and it takes appropriate countermeasures.

The software uses AI and intelligent systems, to determine when a 
customer has received a text message containing a fraudulent link. 
Customers must consent to the software checking their text 
messages, however, no information is captured or shared



Case Study - Australia

A recent lead decision of AFCA: Complainant clicked on a link to pay a toll – typed her credit 
card details into a fake website – also entered a passcode to permit the “toll” payment.

Scammer harvested the credit card details and loaded them to the scammer’s own digital 
wallet. Then 16 transactions of AUS$1,000, were made at two well-known retailers.

Bank said that the transactions were authorised, because an Online Activation Code (OAC) 
sent by SMS to the customer’s phone, had been used to permit the credit card to be loaded to 
the new digital wallet.

AFCA found that the transactions were unauthorised. The OAC was not a pass code needed to 
authenticate a transaction. No OTPs had been used for any of the individual transactions.

Customer’s Digital Card details uploaded to Fraudster’s device



Caller pretending to be from Amazon said he needed to refund approximately £80 to Tom for an unwanted Amazon Prime 
subscription. The fraudster sent Tom an email asking him to confirm the refund amount, after which Tom received another call 
from the fraudster saying that ’Amazon’ had refunded approximately £8,000 in error. 

The fraudster asked Tom to log on to his online banking to check, and he saw a large credit on his current account. 
Assuming this to have been the ‘Amazon’ refund, he agreed to return the overpayment to a named individual at ‘Amazon’. 
He made an initial payment of £5,000 but then his computer screen went blank.
 
At that point, the fraudster had taken control of his online banking. The fraudster transferred funds from Tom’s savings 
account, to his current account, then made two further payments out of £4,000 and then another £5,000. 

Tom became concerned when his computer screen stayed blank - he telephoned the police - who telephoned the bank – 
which then blocked the account, preventing any further payments from being made. Tom accepted that he had authorised 
the first payment, but he did not believe he had authorised the second and third payments, totalling £9,000. 
The bank refused a refund - said Tom had been negligent 
in disclosing his online login details, which gave the fraudster access 
to his accounts, although it was unable to clearly establish how the 
fraudster had gained remote access. 
Ombudsman noted that the bank had not identified the change 
in account activity before being contacted by the police. 
CIFO said that when the third payment was being made the bank 
should reasonably have identified the unusual pattern of transactions and alerted Tom to the potential fraud. 
CIFO concluded that had the bank done so, the third payment would not have been made.  Directed compensation of £5,000



Ireland – FSPO Decision 2022 0162

“In those 
circumstances,
it is clear from the 
evidence that after 
the Provider was 
placed on notice of 
the potential
fraud on Monday 30 
July 2018, some 
three to four days 
elapsed, before the 
recall of funds
was put into effect.”

Partially Upheld
€1,500 



Return to Mediation – Pilot commencing

Opportunity to re-engage

1. The complaint was referred to formal Investigation prior to 01/06/2023

2. The file remains “awaiting assignment to an Investigation Officer”

3. The provider believes that there is real potential of reaching a mutually agreeable 

resolution through mediation

4. The Complainant is of the view that their complaint is suitable to re-enter mediation 

5. The mediation takes place with real focus on resolving matters within a period of 4-6 

weeks



Any Questions?
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